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Abstract

E-learning is here to stay. During the COVID-19 pandemic, more than 1.2 billion students
were educated through online learning. Platforms such as Zoom, Webex, Skype, Microsoft
Teams, Google Meet, etc. were among the most popular ones during that period. However,
these platforms suffer from various vulnerabilities that make them susceptible to
cyberattacks, including Man-in-the-Middle attacks (MitM), during which the communication
between a student and a teacher is intercepted by a ghost user. In this study, we propose the
implementation of VIPSec, a secure and elaborate protocol, that is also easy to use for young
and inexperienced users such as children. Thus, online learning sessions could be secured
from disruptors and the threefold of confidentiality, integrity, and availability of the sensitive
nature of personal data of both students and educators is respected.
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1. Introduction

The COVID-19 pandemic has brought upon dramatic changes in education. The digitalization
of education that has been happening in the last years, became more prominent as the
majority of students worldwide were affected by the pandemic. During the pandemic, more
than 1.2 billion students in 186 countries were out of the classroom due to school closures
[1]. As a result, many educational institutions had to adopt online learning methods to
continue their teaching and learning activities. Teleconferencing platforms such as Zoom,
Webex, Skype, Microsoft Teams, Google Meet, VooV Meeting, and Blackboard
Collaborative Ultra were among the most popular ones in downloads during the COVID-19
pandemic [2]. These platforms enabled synchronous e-learning, which is a form of online
learning where learners and instructors interact in real-time through audio, video or chat
features [3]. Synchronous e-learning is different from asynchronous e-learning, which is self-
paced and does not require simultaneous participation [4].

One of the most widely used teleconferencing platforms during the pandemic was Zoom.
Zoom is a cloud-based video conferencing service that allows users to virtually meet with
others, either by video or audio-only or both, while conducting live chats [5]. In 2020, it
emerged as one of the most popular mobile apps globally with more than 500 million
downloads [6]. Zoom was especially popular among educators and students, as it offered free
accounts for schools and universities with unlimited meeting time and up to 100 participants
per session [7]. Another teleconferencing platform that was extensively utilized for
educational purposes was Cisco Webex. Webex is a suite of software products that provides
video conferencing, online meetings, screen sharing, and collaboration tools [8]. Webex was
widely utilized as the exclusive officially authorized software for such purposes in Greece
[9]. Webex also offered free accounts for educators and students with unlimited meeting time
and up to 100 participants per session [10].

These e-learning platforms are heterogeneous environments with different web-enabled
applications. E-learning is a structured course or learning experience that is delivered
electronically [11]. E-learning can be delivered through various media, such as web pages,
audio files, video files, animations, simulations, games, and virtual worlds. The use of e-
learning is not only cost-effective and cost-efficient but more importantly it removes the
geographical obstacles often associated with traditional classrooms. Worldwide e-learning
revenue is expected to grow to $325 billion by 2025 [12].

2. Synchronous Learning Security Risks

This sudden and unplanned influx of people using teleconferencing platforms has brought
into light the insufficient existence of a normative and legislative base on e-learning and
digital learning resources in general. Security is the Achilles heel of educational platforms.
Since e-learning relies on the Internet for its execution [13], it entails additional security and
privacy issues [14]. The weakness in design implementation, operation, or internal control
could be exploitable by cybercriminals, who often target schools, where cybersecurity is not a
priority. The greater number of current e-learning systems do not sufficiently meet
fundamental security requirements [15]. As a consequence, some serious security incidents
have taken place, such as Zoombombing.

Zoombombing, a term that was popularized in 2020, is associated with and derived from the
Zoom video conferencing software program, but it also applies to other video conferencing



platforms [16]. Zoombombing is a form of cyberattack where an uninvited person joins a
Zoom meeting and disrupts it by sharing inappropriate or offensive content, such as
pornography, hate speech, or violence. Zoombombing has caused significant issues for
schools and educators due to the minimal security implemented in teleconferencing
platforms. Some organizations have even banned the use of Zoom altogether due to security
concerns [17]. Zoombombing can be prevented by using some security features available on
teleconferencing platforms, such as password protection, waiting rooms, host controls, and
encryption [18].

The security issues of e-learning have been brought to light due to its exponential growth and
its dependency upon the Internet [19]. Password-protected online classrooms are not secure
since session hackers usually target browser or web application sessions, and meeting
disruptors search the Internet frequently for publicly posted meeting IDs, that are being
shared carelessly or the use of the same meeting link more than once. These security issues
have made parents skeptical towards online learning platforms. Since 2018 there is a General
Data Protection Regulation (GDPR) being applied in the EU that focuses on the protection of
data privacy. Educational e-platforms should comply with the GDPR regulation. In 2021,
Zoom was found to be violating the GDPR by the Data Protection regulatory agency in
Hamburg, Germany, since it was transmitting data collected in the EU to the United States
[6]. Children’s data are sensitive and require to be secured from disruptors, as their
interception might lead to phenomena such as cyberbullying, which affects the general well-
being of a student. In addition, there is also the issue of copyright and ownership of the
authors of educational content. When disruptors access digital content without authorization,
they can make unauthorized use of it, and have a financial interest in authors’ lecture notes
[20].

Modern-day e-learning systems can often be connected with the user’s social media accounts
in several ways. Most of the online platforms offer the Social Login option that allows users
to log in using their social media credentials such as Facebook or Google. Some online
learning platforms have social sharing buttons integrated, allowing thus users to share their
progress, achievements, or course content on their social media profiles. However, this poses
an additional risk for students, because someone who penetrates into the online learning
system, may be able to identify the young students, through their social media accounts. It is
therefore vital to secure the digital classroom from the prying eyes of disruptors.

Online learning should rely on trust. Most young students tend to trust all sources of
information and accept them as true [21]. Therefore, the importance of the content is
fundamental, and it should be protected against unauthorized modifications. This trust can be
built by having secure educational platforms [20].

Security issues are caused by users’ poor knowledge of security measures, improper
behaviors, and lack of education [22]. It is difficult for children to evaluate the risks posed to
information, to appreciate security priorities, and to take responsibility for the
implementation of controls. Therefore, security is critical for the protection of learners and
teachers from unauthorized threats. Security refers to protection from malicious or accidental
misuse of resources [23] [24]. In cybersecurity, threats are potential negative actions or
events that may result in unauthorized information disclosure, theft, or damage to hardware,
software, or data [25]. Threats include [26]:



* Data tampering: altering or modifying data without authorization.

* Network eavesdropping: intercepting or listening to network traffic.

* Unauthorized access to administration interfaces: gaining access to system settings or
functions that are restricted.

* Disclosure of confidential data: revealing sensitive or personal information to
unauthorized parties.

* Attacker exploits an application without a trace: exploiting vulnerability in an
application without leaving any evidence.

* Man-in-the-Middle attacks (MitM attacks): intercepting and modifying network
communication between two parties.

* Poor key generation or key management caused by weak encryption: using weak
cryptographic algorithms or keys that can be easily broken or compromised.

3. Man-in-the-Middle Attack

Man-in-the-Middle (MitM) attack A Man-in-the-Middle (MitM) attack, one of the oldest
forms of cyberattacks, is a cyberattack in which the communication between two parties is
intercepted [27]. MitM attacks include:

* Session hijacking: taking over an active session between a user and a server.

* Replay attack: capturing and retransmitting data at a later time.

* [P spoofing: forging an IP address to impersonate another party.

* Eavesdropping attack: listening to network traffic without modifying it.

* Bluetooth attacks: exploiting vulnerabilities in Bluetooth devices or protocols.

During a typical MitM attack in an educational platform, the communication between a
student and a teacher is intercepted. The disruptor then sends fake information to each party,
i.e., by modifying an online quiz or exam, impersonating the teacher, or redirecting the
student to a phishing website to steal their login credentials.

Project Zero, a team at Google, has discovered a way for cyber attackers to compel a victim
to connect to a MitM server without any user intervention, thereby enabling the attacker to
intercept and alter client update requests and responses. This allows them to send a malicious
update to the victim, automatically downloading and executing, giving the attacker remote
code execution (RCE) capabilities. Project Zero has stated that the only prerequisite for
executing this attack is the ability to send messages to the target through Zoom chat [28§].

Regarding Cisco Webex, multiple vulnerabilities have been reported, that could allow an
authenticated, local attacker to gain access to sensitive information [29]. Disruptors can take
advantage of these vulnerabilities by intercepting traffic between the affected user and an
endpoint using MITM techniques and then impersonating the endpoint with a forged
certificate. Depending on the configuration of the endpoint, an attacker could access call
controls, modify presented content or view presented content modify any content being
presented by the victim or have access to call controls. Successful exploits also allow the
disruptors to gain access to sensitive information, including meeting data and recorded
meeting transcriptions.

It is important to take precautionary measures to prevent MitM attacks before they occur,
since they can be prevented or detected by authentication and tamper detection. The most



effective way to do so is encryption. Encryption is one of the techniques used for
confidentiality, in order to ensure that information and data are not disclosed to any
unauthorized person or entity [30]. Weak encryption mechanisms allow a disruptor to brute
force his way into a network and begin MitM attacking. All cryptographic systems are secure
against MitM attacks, through the use of mutual authentication. Mutual authentication is a
process in which both parties verify each other’s identity before exchanging data [31]. Mutual
authentication can be achieved by using digital certificates, public key cryptography, or
shared secrets [32].

4. Enhancing E-learning Security With VIPSec

A novel method called Voice Interactive Personalized Security (VIPSec) [33] [34] has been
proposed. VIPSec is a method for enhancing the security of synchronous e-learning systems
by using biometric-based authentication and voice verification. VIPSec is especially suitable
for use in multi-party teleconferencing systems, as it offers several benefits over other
security methods, such as:

Easiness of Use: VIPSec does not require the users to remember or enter any passwords or
PINs. The users only need to speak to authenticate themselves and verify their peers. This
makes it convenient and user-friendly for the participants, as they do not have to deal with
complex or cumbersome authentication procedures. VIPSec also does not require any
additional hardware or software installation. The users only need a device with a microphone,
which is a common feature of most laptops, tablets, and smartphones. This makes it
compatible and accessible for the participants, as they do not have to acquire or install any
special equipment or software.

Device Independence: VIPSec does not depend on any specific device or platform. The
users can use any device that supports voice communication and has a secure channel to
exchange the token. This makes it flexible and adaptable for the participants, as they can use
their preferred or available device to join the session. VIPSec also does not store any user
data or keys on the device, so the users do not have to worry about losing or compromising
their device. This makes it secure and resilient for the participants, as they do not have to risk
exposing their data or keys to attackers.

Strong Encryption: VIPSec provides end-to-end encryption of the session data using a
secret key derived from the token. The secret key is unique for each session and each pair of
peers. The secret key is also based on user-specific biometric features, which are hard to
forge or copy. The secret key is never transmitted over the network, so it cannot be
intercepted or stolen by attackers. This makes it robust and reliable for the participants, as
they can ensure the confidentiality and integrity of their data during the session.

Scalability and Deployability: VIPSec only requires minimal resources from the user
devices and no additional support from the network. VIPSec does not rely on a central bridge
circuit to mix and distribute the speech signals of the participants. Instead, each participant
receives and decrypts the speech signals of all the other participants and mixes them locally
on their device. This eliminates the security weakness of having a central bridge that works
with clear speech and cipher keys for all of the participants. VIPSec also does not rely on a
public key infrastructure (PKI), which can be costly and complex to maintain and secure.
VIPSec can be easily integrated with existing synchronous e-learning systems without
affecting their performance or functionality. This makes it scalable and deployable for the



participants, as they can use it with any number of peers and any existing system without any
additional overhead or hassle.

Consequently, VIPSec can be a useful method for enhancing the security of LMSs, as it can
address some of the common security challenges that LMSs face, such as:

Account Breaches: LMSs store sensitive information about learners, instructors, courses,
and assessments. If an attacker gains access to a user account, they can steal or tamper with
this information, or impersonate a legitimate user. VIPSec can prevent account breaches by
using biometric-based authentication and voice verification. VIPSec does not require
passwords or PINs, which can be forgotten, stolen, or guessed. Instead, VIPSec uses the
user’s voice or face as a unique identifier that is hard to forge or copy. VIPSec also uses
liveness detection to ensure that the user is alive and present at the time of authentication, and
not using a recorded or synthesized voice sample.

Data Interception: LMSs transmit data over the network, such as voice, video, text, and
files. If an attacker intercepts this data, they can eavesdrop on the communication, or modify
or delete the data. VIPSec can prevent data interception by using end-to-end encryption of the
session data using a secret key derived from the token. The secret key is unique for each
session and each pair of peers. The secret key is never transmitted over the network, so it
cannot be intercepted or stolen by attackers. VIPSec also does not rely on a public key
infrastructure (PKI), which can be vulnerable to man-in-the-middle attacks or other
compromises.

Denial-of-Service Attacks: LMSs depend on the availability and performance of the
network and the servers to deliver the learning content and services. If an attacker launches a
denial-of-service attack, they can overload the network or the servers with malicious traffic,
causing them to slow down or crash. This can disrupt the learning process, affect the user
experience, or damage the system. VIPSec can prevent denial-of-service attacks by using a
challenge/signature token to establish the session. The token is a random string of characters
that is encrypted with a user-specific key derived from their biometric features, such as voice.
The token is then sent to the other peer through a secure channel. The token acts as a filter
that blocks any unauthorized or malicious requests from reaching the network or the servers.
VIPSec also uses voice verification to confirm the integrity of the token and the identity of
the peers. VIPSec can ensure the availability and performance of the LMS by preventing
unauthorized or malicious traffic from accessing the system.

5. Conclusions

VIPSec is a valuable security technology that can help to enhance the security of synchronous
e-learning systems. VIPSec can help to prevent Zoombombing, protect user data, improve
user experience, and foster a more secure learning environment. As a result, VIPSec is a
valuable security tool that can help to make synchronous e-learning systems more secure and
user-friendly.

In addition to the benefits mentioned above, VIPSec can also help to:
Foster a More Secure Learning Environment. By making it more difficult for

unauthorized users to join synchronous e-learning sessions, VIPSec can help to create a more
secure learning environment for students and teachers.



Reduce the Risk of Data Breaches. By protecting user data from unauthorized access,
VIPSec can help to reduce the risk of data breaches. This is especially important for
organizations that collect sensitive data about their employees or students.

Improve Compliance With Data Privacy Regulations. By using VIPSec to protect user
data, organizations can help to demonstrate compliance with data privacy regulations such as
GDPR and CCPA.

Overall, VIPSec is a valuable security technology that can help to enhance the security of
synchronous e-learning systems. VIPSec can help to prevent Zoombombing, protect user
data, improve user experience, and foster a more secure learning environment. As a result,
VIPSec is a valuable security tool that can help to make synchronous e-learning systems
more secure, more user-friendly, and of course, more reliable, and trustworthy for online
education and collaboration.
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