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Abstract 

This study examines university students’ perceptions of data privacy in Japan and the United 

States, focusing on their awareness, trust in institutions, and understanding of institutional 

data use policies. Based on a survey of 1,200 Japanese university students and a comparative 

analysis with EDUCAUSE data from the United States, we found key differences in attitudes 

toward data privacy. Japanese students generally reported higher levels of trust in their 

institutions’ handling of personal data and a greater familiarity with data privacy policies. In 

contrast, U.S. students demonstrated more doubt and uncertainty about how their universities 

use personal data, with a higher proportion responding “don’t know” when asked about 

institutional practices. These differences may be attributed to variations in educational 

approaches, policy transparency, and cultural attitudes toward data governance. Our findings 

emphasize the need for more transparent communication regarding institutional data use and 

the implementation of targeted educational programs to enhance students’ understanding and 

trust in both contexts. Future research should explore the effectiveness of such initiatives in 

shaping students’ attitudes toward data privacy. 
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Introduction 

 

In the age of technology and big data, learning analytics (LA) research aims to enhance 

educational practices by collecting and analyzing data about learners and their contexts. This 

includes traditional Learning Management Systems (LMS) data and innovative sources like 

learners’ behavior and biometric information collected through sensor devices and mobile 

terminals. Ethical considerations are crucial, requiring researchers to obtain learners’ consent 

and process data anonymously or using pseudonyms. However, university students may feel 

coerced to consent due to their vulnerable relationships with teachers, universities, and 

researchers. 

 

Our research, which involved an online survey, aimed to delve into university students’ 

attitudes toward data privacy and copyright awareness. The survey covered students’ 

knowledge about copyright, social media habits, understanding of terms of service, and 

attitudes toward their university’s privacy and data usage policies. Furthermore, our research 

offers a comparative perspective on data privacy awareness among university students in 

Japan, drawing from a similar survey conducted by Educause in the United States 

(EDUCUASE, 2022a). 

 

Survey Implementation 

 

We designed the survey to compare Japanese and United States perspectives, referencing the 

EDUCAUSE survey (EDUCAUSE, 2022b). Additionally, we included some original 

questions to assess awareness of copyright issues. To further enhance the comparative 

analysis, questions were also posed to working adults to contrast their perceptions with those 

of university students. 

 

We conducted the online survey using the “Freeasy” service of IBRIDGE Corporation in 

Japan. After screening 4,000 students, we conducted the primary survey with 1,200 

university students (600 males and 600 females). The working adult group comprised 400 

individuals (200 males and 200 females) (Inoue, 2024). This study significantly exceeds the 

sample size of the EDUCAUSE survey, which had 820 respondents. 

 

Survey Result 

 

The original responses were categorized as “very high,” “above average,” “average,” “below 

average,” “very low,” “don't know,” and “no answer.” However, in the EDUCAUSE survey 

results, the categories were consolidated into “very high or above average,” “average,” 

“below average or very low,” and “no answer or don't know.” The Japanese survey results 

were also adjusted to align with the EDUCAUSE format to ensure consistency and 

comparability. 

 

Self-Reported Level 

 

Figure 1 shows the self-report level of familiarities with personal data privacy and 

Information security, and related institutional policies. 
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Figure 1 (a), (b): Self-Reported Level 

 (a) 

 

 

 (b) 

 

 

 

Familiarity With Personal Data Privacy and Information Security. In Japan and the United 

States, approximately 40% of students rate their knowledge of personal data privacy and 

information security as “high,” indicating a general awareness of data privacy issues in both 

countries. However, there are notable differences between the two countries. In Japan, 18% 

of students consider their knowledge to “low,” significantly higher than the 9% reported in 

the United States. This disparity suggests that practical education on information security 

may be lacking in Japanese educational settings. Conversely, a more significant proportion of 

students in the United States rate their knowledge as “average” compared to Japan, implying 

that general security knowledge appears to be more widely disseminated in the United States. 

Additionally, the proportion of students who responded with “don’t know” is higher in Japan 

at 10%, compared to 6% in the United States, which may indicate differences in student 

engagement or interest in data security topics. One possible explanation for this difference is 

that Japanese students rely more on institutional trust than actively seeking data privacy 

information. 

 

Familiarity With Related Institutional Policies. Many students in Japan and the United 

States feel that their understanding of institutional policies is “average” or above, reflecting a 

shared recognition of the importance of these policies. However, differences emerge in the 

degree of familiarity. Japanese students report higher rates of “very high or above average” 

familiarity, suggesting greater trust and transparency in institutional policies. In contrast, 

United States students exhibit a higher proportion of “very low or below average” familiarity, 
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indicating potential distrust or a lack of clear policy communication within their institutions. 

Cultural differences in education may explain this discrepancy. 

 

Understanding of Institutional Data Use 

 

Figure 2 shows the level of agreement with statements about the collection and use of 

personal data. 

 

Figure 2 (a), (b): Level of Agreement With Statements About the Collection and Use of 

Personal Data 

 (a) 

 

 

 (b) 

 

 

 

Understanding of Institutional Data Use. A significant number of students in both Japan and 

the United States adopt a "neutral" stance when asked about their understanding of how their 

institutions use their data. However, Japanese students demonstrate a higher level of 

agreement with the statement, indicating stronger trust in institutional data handling. On the 

other hand, more United States students express disagreement, reflecting concerns about the 

transparency of university data use policies. 

 

Perceived Benefits From Institutional Data Use. In both countries, about 20% of students 

feel that they do not personally benefit from their institution’s use of their data. However, 

Japanese students report a higher percentage of perceived benefits, with 40% agreeing that 

data use positively impacts them. This suggests that data-driven student support initiatives 

may be more effective in Japan. In contrast, the United States sees a higher proportion of 

“don’t know” responses (18%), which may indicate lower engagement or awareness of how 

data policies impact students. 
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Understanding of Institutional Data Use 

 

Figure 3 shows the level of agreement with statements about confidence and trust in 

institutional personal data practices. 

 

Figure 3 (a), (b): Level of Agreement With Statements About Confidence and Trust in 

Institutional Personal Data Practices 

 (a) 

 

 

 (b) 

 

 

 

Confidence in Safeguard Data. Over half of the students in both Japan and the United States 

express trust in their institution’s ability to protect their data. However, confidence levels are 

higher among Japanese students, which may reflect the effectiveness of institutional 

initiatives aimed at data security. In contrast, the United States has a higher proportion of 

students who responded with “don’t know,” suggesting a potential disinterest or lack of 

awareness regarding data protection measures in their institutions. 

 

Trust in Ethical Data Use. While Japanese and United States students demonstrate 

significant levels of trust in their institutions’ ethical use of data, Japanese students exhibit a 

higher trust rate 56% compared to 46% in the United States. Conversely, United States 

students display more significant skepticism, with a higher percentage expressing concerns, 

potentially influenced by past incidents of data misuse or a lack of transparency in 

institutional policies. 
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Conclusion and Consideration 

 

The comparative analysis reveals that Japanese students generally exhibit higher trust and 

familiarity with data privacy and institutional policies than American students. This disparity 

highlights the impact of institutional transparency, policy communication, and cultural 

attitudes toward data governance. 

 

Japan 

 

• Japanese students tend to show higher trust in their universities regarding data usage 

and protection, with a majority expressing confidence in their institution's ethical use 

of data. 

• While trust levels are high, some students remain neutral, indicating that some may 

not have strong opinions. 

 

United States 

 

• While trust levels in the U.S. are lower compared to Japan, a significant portion of 

students still express confidence in their institutions. 

• Many students in the U.S. adopt a neutral stance or choose not to answer, suggesting 

uncertainty or a lack of strong opinions about data privacy policies. 
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