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Abstract

Digital technology has established itself as a crucial element in contemporary education in a
society that is becoming more interconnected. Digital tools that provide fresh ways to interact
with educational content are being integrated into traditional pedagogical practices. This
integration is not only aiding the education process, but also transforming it as a whole. This
paper examines how digital tools are altering the education process through a systematic
literature review of articles published during the past 10 years. We focus in our analysis on
the impact of different digital tools on learning and memory via finding answers to the
following research questions: (1) How do different digital tools, like interactive simulations,
online forums for collaboration, and multimedia resources, make a prolonging effect on
learning and memory, subsequently changing the effectiveness and efficiency of traditional
practices? (2) How do various digital tools accommodate various learning styles? (3) How
does digital technology enable collaborative and interactive learning environments? (4) How
do digital technologies and access to online education modify the roles of both; educators and
learners? (5) How do educational institutions effectively manage the difficulties of
integrating digital technology while maximizing the advantages of technology-assisted
learning? Through answering these questions, we underscore the profound impact of digital
technology on education, emphasizing how it revolutionizes traditional learning paradigms.
We also highlight the need for a well-rounded strategy that considers the altered roles of
educators and learners, along with the potential technological challenges. Finally, we suggest
future research opportunities for this prevalent field.
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Introduction

In today's interconnected society, digital technology has become a critical component of
modern education. The expansion of the digital revolution is transforming educational
processes that rely on knowledge transfer, communication and social interactions. This
transformation affects all actors in the system: learners, educators and institutions themselves.
The resulting learning experience can be seen as diverse and disorderly compared to
traditional approaches that package knowledge neatly. Instead, networked knowledge
emerges from co-creation among experts and amateurs alike - challenging individuals to shift
their mindset away from consuming others' content towards becoming creators themselves
participating collaboratively in generating new insights together (Gonzalez-Zamar et al.,
2020).

According to Celik (2023), the past decade has brought about significant changes in learning
due to the integration of technology into education. This transformation has resulted in
increased accessibility and expanded opportunities for education institutions beyond
traditional classroom settings. Amongst these innovative solutions, Artificial Intelligence
(AD) holds immense potential towards revolutionizing the learning process as a whole
(Rawas, 2023). Al along with other recently emerging digital tools have unique potential to
provide personalized education to every learner and can enhance collaboration,
communication abilities and ultimately improve academic performance (Rawas, 2023).
Through the utilization of innovative technology, personalized instruction, improved
feedback and tailored learning experiences are now possible. This has led to a more effective
and inclusive educational environment that engages learners across all ages. By offering
solutions to traditional challenges in teaching and learning (Bennett & Szedlak, 2023).

Digital technology is transforming education as we know it (Bahroun et al., 2023).
Nonetheless, ethical implications as well as challenges in implementing such technology pose
significant hurdles yet to be addressed (Rawas, 2023). As this transformation advances, it's
important to investigate its applications while considering any implications or obstacles that
may arise when shaping the future of education with digital technology at the forefront
(Bahroun et al., 2023). Hence, the objective of this paper is to analyze how digital
transformation has influenced the education sector by highlighting both its advantages and
obstacles in implementing novel technologies for teaching and learning. Additionally, it
investigates educational organizations' involvement in promoting the incorporation of digital
tools within their programs while examining how such initiatives can reshape educators' and
learners' roles.

In order to reach the stated goals, this study review existing literature on digital
transformation within educational contexts. This inquiry draws attention to essential
concepts, theories and empirical studies in an effort to supplement current research efforts
related to the topic of digital transformation in education. Ultimately, this paper offers
suggestions for researchers and practitioners regarding further areas for examination and
analysis to ensure effective digital integration in the education system.

Methodology
The approach employed in this paper to attain the research objectives involves a systematic

strategy for acquiring and scrutinizing literature on the topic of education and digital
transformation. To begin the data collection process, a literature search was conducted by
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carefully selecting appropriate keywords and terms to capture relevant publications on the
desired topic comprehensively. In this study, "Education", "Digital Technology", and
"Transformation" were used as combination keywords for searching titles, abstracts, and
keyword fields on Scopus and Web of Science databases. This resulted in the retrieval of 709
articles published between 2016 to 2023 that are focused on digital transformation of
education. The process of selecting literature was guided by the PRISMA statement, a well-
regarded methodology for systematic reviews and meta-analyses that emphasizes
transparency and rigor (Figure 1) (Bahroun et al., 2023). This approach ensured the thorough
identification, evaluation, and selection of pertinent articles to enhance dependability and
replicability. The first retrieval stage yielded 396 items; however, after eliminating no
English language copies and duplicate publications from consideration there were 209
remaining.

Keywords:
Records Identified through "Education”, "Digital Technology”,
Scopus and Web of Science "Transformation”, “Digital and
database: Technology,” “digital transformation
n= 396 of Education,” “Digital Education.”

“Education and digital
transformation”, and “Education in
the digital era”.

Records after duplicates
removed: 209

187 duplicate records removed

Records after screening for
relevance and assessing for 198 duplicate records removed
eligibity: 11

Studies included in review: 11

Figure 1: Literature screening method and stages.

Upon careful examination of each publication, we eliminated those articles that were not
pertinent to our research methodology. Consequently, we whittled down the collection to 11
review papers and publications covering the period from 2016 until 2023. The graphical
illustration in Figure 2 displays how the number of relevant articles has progressed
chronologically over this span with respect to the topic at hand.
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2016 2017 2018 2019 2020 2021 2022 2023
Figure 2: The number of papers and publications in relation to digital education.

The chart depicted above illustrates that a substantial number of articles in our compilation
were published in 2023. Notably, the area of digital education encountered significant and
rapid advancement between the years 2020 to 2023, signifying an increasing focus on
research related to this subject matter. This spike in scholarly studies can be attributed to the
latest pandemic as well as popular artificial intelligence tools that gained widespread interest
resulting in innovation within the field of education. As research activity rises, it indicates a
growing acknowledgement by educators and researchers of the advantageous possibilities
that technology integration can bring to educational settings.

The third step of the research process involves analyzing content, which entails meticulously
examining and categorizing vast amounts of data such as scholarly articles. By doing so,
researchers can spot recurring patterns and themes that emerge from the information
compiled. Specifically in this case, our analysis focused on digital technology's influence on
education by grouping relevant papers into distinct categories according to central themes or
subthemes. This approach enabled us to explore various impacts stemming from digital
innovation within education while drawing informed conclusions based upon these findings
with greater ease.

The subsequent sections of this article depict a content analysis carried out in accordance
with the methodological steps described earlier.

Results and Discussion

The aim of this study is to analyze a set of research papers that focus on the digital
transformation within education, while also examining its potential impact on teaching and
learning principles. Table 1., in the appendix, illustrates the themes uncovered during
analysis of these publications.

The aforementioned publications have explored the profound and rapid changes taking place
in education as a result of digital technologies. These changes are reshaping how learning is
approached, delivered, and managed. It has been emphasized that this transformation
encompasses more than just converting existing materials into digital equivalents - it also
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involves digitizing the operational models of educational institutions. There were three
phases identified in regard to this process: digitization (the introduction of digital tools),
digitalization (integrating technology into teaching practices), and finally, full-scale diffusion
throughout education systems known as "digital transformation". Each phase brings its own
set of challenges which require unique support structures such as professional development
for educators or infrastructure investment. Research indicates that most scholarly work focus
on the integration stage rather than the complete digital transformation of current educational
frameworks. At present, experts emphasize fusing physical classrooms with virtual spaces
through online resources towards developing flexible yet effective study environments
(Saykili, 2019; Malik &Malik, 2017).

Such integration focused perspective advocate for moving beyond traditional, content-
focused education models towards a more learner-centric approach that incorporates
technology and promotes life-long learning. Researchers argue that traditional educational
methods are becoming increasingly mismatched with contemporary learning, given the
widespread availability of information and digital technologies. Instead, they propose a move
towards personalized educational models which cater to individual learners' needs within
their respective contexts. This approach prioritizes flexible learning frameworks geared
toward lifelong skills development as essential for future societal growth in this dynamic
world. Unlike static knowledge acquisition focused on theoretical concepts often
disconnected from practical applications found in conventional schools, these authors suggest
integrating interactive collaborative environments, such as workplaces or community spaces
into teaching methodology amongst online platforms, “outside-the-box” strategies like game-
based instruction, alongside various other innovative techniques including flipped classroom
modules, microlearning, self-learning, and Deschooling. Such proposal encourages
abandoning previous paradigms and enhancing technology use aimed at changing society
through education reform. This shift requires re-examining the structure, objectives, and
delivery of education to cultivate competencies that facilitate purposeful and fruitful learning
process. According to researchers, digital tools can provide substantial support for
educational goals; however, they should not substitute human roles but rather complement
them by creating a more streamlined and contemporary learning environment. The experts
highlight the significance of taking into account various factors that influence successful
implementation such as individuals' involvement in digital transformation along with systems
and mechanisms responsible for ensuring data protection while incorporating advanced
automation techniques. Ultimately, researchers aim to utilize intelligent automation
technology within e-learning platforms and other digital campus resources to optimize
resource management which is pivotal towards sustainable modernization for educational
institutes (Fischer et al., 2022; Jangjarat et al., 2023; Malik & Malik, 2017; Azevedo &
Azevedo 2020).

Researchers examined the ways by which digital technology can improve education and
enhance the learning experience. This includes providing interactive and engaging activities
that can increase understanding and retention of information, supporting collaboration among
learners from diverse backgrounds through access to various resources, and enabling self-
directed exploration while also improving administrative tasks such as grading or record-
keeping processes. Moreover, digital tools are found to offer tailored support is based on
individual learner's needs, encouraging engagement, that lead to better performance outcomes
(Saykili, 2019; Adipat et al., 2021; Phoon et al., 2021). Technology also allows automation of
assessments thus minimizing educator biases and positively impacting educators too
(Gonzalez-Zamar et al., 2020). Virtual reality, specifically, is seen to offer more intuitive
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ways of interacting with complex concepts optimizing learners' style and ultimately leading
towards mastery faster than traditional methods (Phoon et al, 2021). Similarly," less-
revolutionary" but heavily applied technological advancements include eTexts accessibility
via online libraries, webcams and teleconferencing, and Online School Portals, are stated to
create flexible learning environments and offer real-time interactive sessions, supplementing
more traditional distance learning methods. Finally, AR textbooks are innovative teaching
content delivery systems available now generating interest worldwide due their captivating
nature and optimal clarity (Malik & Malik, 2017).

The mentioned benefits of digital technology in education can only be harvested through
educators’ cooperation and competence. Researchers explore the crucial role of educators in
the digital transformation process and highlight their readiness and competencies as key
factors. The traditional educator identity, once a central figure in classrooms, has shifted
towards becoming part of an educational support network that prioritizes creating conducive
environments for self-paced learning. This change is due to innovative approaches such as
individualized learning, specialized evaluation, knowledge discovery instead of content
coverage. Consequently, educators are expected to develop new skills and adopt innovative
methods to effectively guide learners through digital age education (Saykili, 2019; Gonzalez-
Zamar et al., 2020; Malik & Malik 2017; Jangjarat et al., 2023).

Similar to educators, learners’ role and required competencies are changing as education
evolve. Recent studies highlight the importance of cognitive abilities and the active
participation of leaners in their own learning experiences. This shift towards personalized
approaches highlights a larger trend reflecting constructivist beliefs about how knowledge is
constructed through engagement with one's environment (Phoon et al. 2021; Jangjarat et al.,
2023). However, some researchers have expressed concerns regarding recent declines in
critical thinking skills among learners resulting from overreliance on Al tools such as
ChatGPT. While these new technological advancements hold promise for ease-of-use when it
comes to finding information or generating content quickly—without requiring effortful
cognition—they may weaken true comprehension levels if relied upon too heavily at the
expense of deeper understanding needed for good academic performance outcomes (Bahroun
et al., 2023; Jangjarat et al., 2023).

The changes of learners’ cognitive abilities are considered one of the many stated challenges
of digital education. Among many, several challenges require immediate attention, such as
unequal access to technological resources, inadequate training and support for educators to
effectively use technology, resistance from some educators based on preconceived notions of
teaching and learning, knowledge gaps among educators regarding technology usage coupled
with high costs associated with implementing new technologies, lack of nuanced human
interaction crucial for collaborative learning and social development, and technical problems
that could interrupt the learning process. Additionally, there's an intergenerational
communication gap between educators ‘digital immigrants’ and learners ‘digital natives’,
implying different levels of comfort or competencies when using technology (Malik and
Malik 2017; Saykili, 2019; Adipat et al., 2021; Jangjarat et al., 2023; Fischer, 2021; Rawas,
2023; Azevedo and Azevedo, 2020; Bahroun et al., 2023; Phoon et al., 2021). These
challenges are compounded by concerns over academic integrity, ethical considerations, and
data privacy. As digital technology continues to shape education practices, it is crucial for
institutions to tactfully overcome these barriers while ensuring fair access and seamless
integration of such tools. Overcoming these challenges remains critical in unlocking the full
potential of educational technologies.
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Final Remarks and Recommendations

Norris et al. (2013, p. 3) stated that “just because we are changing a great deal does not mean
we are transforming”. Despite the extensive shift towards digital education, research indicates
that most efforts are merely transferring existing practices without genuine transformation
(Bahroun et al., 2023; Hughes 2021). The reviewed research suggests that the practical
implementation of digital transformation in education is still ongoing, as we are currently at
the phase of integrating digital technologies into educational systems and assessing its
consequences and obstacles. The main objective of reviewed work is ensuring the leverage of
technology to improve learning process and teaching practices, enhance educational
outcomes, and equip learners and educators for the digital future.

Although studies have made an advancement in this field there is still room for further
research needed in this field. Despite highlighting the importance of online learning in
preparing for future opportunities and challenges in education, the reviewed papers do not
analyze how effective online learning is compared to traditional methods nor explore
standards assessing its quality. Such area of research is urgently needed and considerably
overlooked. More research need to be done to measure the effectiveness of digital practices in
educational settings, whether on the short-run, or the long-run.

It is worth mentioning the lack of coverage to important topics in current scholarly work,
such as technological environment management within educational settings and the
identification of critical components pertaining to professional digital competence. Papers
tend to prioritize technical solutions over adequate pedagogical integrations for various
educational settings when discussing how to incorporate digital tools efficiently. Not to
mention the limited discussion surrounding the practical implications of developing digital
competencies regarding its direct impact on learner outcomes or teaching practices. Although
studies have suggested ways to improve the management of digital learning environment and
the utilization of technology in education, an excessively optimistic outlook on technology's
role without enough emphasis on the quality of teaching strategies may understate that not
every use of technology is equally effective in all educational contexts. Accordingly, a
contextual based evaluation of digital learning management and efficacy is recommended.

Same displayed optimism about using technologies in education is visibly overshadow any
potential limitations or drawbacks, and lead to the overstatement of digital integration
efficacy in enhancing learning experiences. Despite several papers indicating the lack of
compelling evidence regarding digital products effectiveness in education, many still
overemphasize the advantages of these products overlooking instances where technology
integration has not positively affected outcomes or has presented new problems, such as
distraction or screen fatigue or distraction, logistical hurdles, resistance to change, or
potential long-term impacts on social and cognition behavior. Subsequently, certain core
challenges for digital integration are being overlooked, such as cultural norms that specific
institutions face while evaluating whether educators possess enough readiness needed before
adopting innovative techniques seamlessly, learners altered cognitive abilities, and
generational gap among educators and learner. Hence, fully examining technical, cognitive,
and sociocultural obstacles presented during digital integration and providing strategies and
effective frameworks to overcome them is urgently needed.

In sum, studies suggest major modifications in educational approaches by incorporating new
technologies into learning and promoting a lifelong, flexible approach to education driven by
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personal interests. Nevertheless, most of these studies tend to be descriptive and offer abstract
thinking; offering broad recommendations that might lack detail in implementation strategies
for practitioners to follow. While researchers are successfully criticizing the traditional
education system, they fail to address potential challenges of the digital education, like
resistance to change or limited resources that may hinder the adoption of proposed paradigms
such as online learning. Thus, more comprehensive and thorough work on this area is yet to
be done in order to prepare institutions along with all stakeholders for future education
paradigms.

Conclusions

This research delved into the profound impact digital technologies have on education,
fundamentally changing how we learn and manage information. It identified that
incorporating technology requires more than just digitizing existing resources; it demands an
overhaul of operational structures to fully harness its potential. At present, most institutions
are focused on integrating these tools rather than embracing a complete transformational
shift. In this nascent phase where virtual meets physical classrooms, researchers advocate for
adaptable environments that blend online flexibility with personalized learning models. The
study revealed significant changes required in both educator and learner roles as well as
competencies necessary for effective integration of technological advancements at every
level. Various digital tools employed in education represent their ability to personalize the
experience while providing support through lifelong pattern formation. However, this process
faces numerous challenges such as resistance from those who lack skill or fear change.
Hence, the study outlined limitations regarding extant literature whilst suggesting possible
areas ripe for future exploration.
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Appendix: Themes extracted from papers in the field of digital education.

Themes

Authors

Focus

The impact of digital
connective
technologies on
education in the
digital era

Saykili 2019

Suggests that educational organizations undertake a
thorough and contemplative overhaul to conform
with the digital era by revamping teaching
techniques, administrative processes, and ethical
practices across the academic spectrum.

Malik and
Malik 2017

Explores the significant alterations in education due
to technological advancements. Although some
conventional methods persist, it is universally
acknowledged that integrating technology plays a
vital role in involving contemporary pupils and
preparing them for a worldwide digital era - even
with pushback against change and inconsistent
funding sources.

Transform
methodology in
educational settings

Azevedo and
Azevedo

2020

Underscores the need for substantial restructuring in
both academic curriculum and networking/social
channels to integrate information and communication
technology into education.

Jangjarat et
al. 2023

Indicates that smart education has a generally
favorable impact on learning outcomes; however, its
efficacy is reliant on the surrounding circumstances.
Concluded that while smart education has displayed
potential in enhancing academic outcomes, the
appropriate integration of technology and
environment should be given utmost importance for
its triumphant execution.

The shift in
paradigm toward
online learning

Bennett and
Szedlak
2023

Explores the changing landscape of online and
remote coaching as well as coach advancement
(ORC/CD) is a current topic, especially in light of the
COVID-19 outbreak which has expedited the shift
towards internet-based sports coaching environments.
Advocate for the significance of adopting a 'new
culture of learning' that is well-matched with the
digital era and acknowledges both the exceptional
difficulties and rewards offered by virtual
classrooms.

The shift in
paradigm toward
"Outside-the-box"
strategies

Azevedo and
Azevedo

2020

Explores innovative approaches to digital education
that surpass conventional teaching methods, also
known as "Outside-the-box" strategies. These
methodologies prioritize adaptability, flexibility and
innovation in catering to the various requirements of
both learners and educators amidst cutting-edge
technological advancements.
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The shift in
paradigm toward
Flexible learning

Fischer 2021

Discusses the incorporation of various frameworks
and theories to provide insight into how learning
environments can be transformed in a post-COVID-
19 era. With these combined efforts, traditional
paradigms can give way to more adaptable, inventive,
and technology-driven approaches that promote
effective learning strategies.

The shift in
paradigm toward
Lifelong learning

Fischer 2021

Acknowledges lifelong learning as a ubiquitous
phenomenon, highlighting the paramount importance
of lifelong learning and its multifaceted nature
beyond conventional adult education or training.

Saykili 2019

Introduces a theme that discusses the
reconceptualization of education as an ongoing
experience that surpasses traditional limitations of
time and place, mainly due to easy access through
digital resources.

Rawas 2023

Advocates for a framework of lifelong learning,
recognizing it as a crucial facet for forward-looking
societal progress.

Underlines that lifelong education involves
cultivating a mentality and expertise to respond to
alteration, cooperation, and troubleshooting in an
ever-evolving domain.

Digital technology
role in enhancing
learning experience

Bahroun et
al. 2023

Scrutinizes the integration of GAI in educational
environments and its ability to greatly augment
learning experiences by providing tailored assistance,
easily accessible data, and facilitating varied
classroom scenarios that promote active participation.

Digital technology
role in enhancing
learner engagement

Jangjarat et
al. 2023

Claims that personalized and interactive digital tools
have the potential to enhance learner engagement,
motivation, and academic performance.

Implicates those technologies are inferred to have the
potential to make various educational activities
easier, including strengthening traditional classroom
teaching, assisting individual learning processes,
promoting professional growth and development, as
well as facilitating remote education.

Phoon, Idris,
and
Nugrahani
2021

Showcases how VR technology can elevate learner
participation and engagement through providing
channels for hands-on learning experiences.
Identifies VR ability to accommodate various
learning styles, thereby promoting inclusivity in
education. Additionally, it provides controlled and
secure environments for practicing skills that may
carry real-world risks with instant feedback -
optimizing practical skill acquisition.
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Digital technology
role in improving
the efficiency of the
education system

Jangjarat et
al. 2023

Indicates the advantages of utilizing digital platforms
in education are numerous, encompassing heightened
pedagogical effectiveness, superior communication
channels and customized learning prospects.

Explores the impact of Al, VR, and gamification on
education by examining how these tools can promote
fairness in learning outcomes across different groups.

Digital technology Emphasizes that diverse educational needs and
. Azevedo and .
role in Azevedo preferences can be.supportgd by sugh tools, which are
democratizing 2020 capable of addressing varying learning styles and
education paces.
Stresses the significance of utilizing such tools to
encourage networking and collaboration beyond
conventional classroom limits.
Digital technology Highlights the capab.ilities of assistive tecl}nologiqs to
. < 1 . offer customized assistance for learners with special
role in providing Adipat et al. . . .
A needs, allowing them to engage with the curriculum
support for special 2021 . . . - .
needs and ac;twely participate in their educational
experience.
Digital technology Gonzalez- Suggests the necessity to broaden the scope of
role in altering Zamar et al.  competencies by implementing a variety of
assessment methods 2020 assessment techniques.
Mentions various educational technologies and their
Malik and in?pac‘Fs, comprising e-texts alongside Virtual .
Malik 2017 L1'brar1es, Online Sghool Portals, Webgams combined
with Teleconferencing as well as Mobile Apps
complemented by Augmented Reality.
Suggests that education institutes can overcome their
obstacles with the aid of digital tools and applications
Saykili 2019 like hybrid lgaming envi'ronments, open educationa}l
resources, distance learning, and massive open online
courses. However, integrating these solutions will
The application of necessitate careful consideration.
various digital tools  Gonzélez- Focuses on the intersection of arts and digital
in educational Zamar et al.  technologies in higher education, examining their
settings 2020 impact on learning and teaching.
Mentions various educational technologies, including
Adipat et al. Games and Gamification, Remote Learning Tools,
2021 Educational Simulations and Models and their

respective impacts.

Phoon, Idris,
and

Nugrahani
2021

Notes that although education has undergone
transformations over time, the integration of digital
technologies like VR brings about a significant
impact on how learners acquire knowledge by
providing interactive and practical avenues for
learning.
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States ChatGPT's possible uses in tertiary education
include individualized learning, collaborative

Rawas 2023 instruction, computer-aided assessment, and smart
tutoring.

Explores the changing responsibilities of educators as
they transition from conveyors of knowledge to
. supporters and enablers of learning.

Saykili 2019 Suggested that instructors should acquire fresh skills
and embrace inventive pedagogical approaches to
lead learners in the era of digitalization.

Educator Role as a o
. States that educators are transitioning from sole
knowledge Gonzalez- . o .
- knowledge transmitters to facilitators of learning,
facilitator Zamar et al. e . . . .

2020 utilizing digital technologies as tools and settings for
promoting active, learner-centered learning methods.
Highlights the significance of technology in

Malik and education as it transforms the role of educators from

Malik 2017  conventional content providers to more refined

positions made possible by digital resources.

Educator Role as a

Jangjarat et

Underscores the role of educators as a complex and
multifaceted role that evolved to adapt to the

learner al. 2023 integration of digital technologies into educational
settings.
Asserts educators change roles from being the main
Educator Role as a . . . . . 2
. . Fischer 2021 provider of information to serving as facilitators or
guide on the side . .
supportive guides.
Focuses on how GALI can assist educators in
producing dynamic and personalized learning
Educator . . ..
. . . Bahroun et  materials that meet their learners' unique
professional digital .
al. 2023 requirements.
competence

Emphasizes the importance for educators to receive
training and engage in professional development.

Learners’ role as
knowledge co-
creator

Bennett and
Szedlak
2023

Presents heutagogy as an educational approach that
places the learner at the center and is especially well-
suited for online and remote coaching and
development contexts.

Advocates the idea that coaches and educators should
act as facilitators rather than conventional instructors,
by aiding learners in acquiring the skills essential for
self-directed learning.

Learners’ role as
active participants

Jangjarat et
al. 2023

Articulates the present-day active and collaborative
role of learners.

States that learners are no more passive receivers of
information but instead, they become active
participants who work together to engage critically
with educational materials and take ownership of
their learning journey.
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Saykili 2019

Recognizes that there has been a change in the way
learners participate in the learning process, especially
with technology becoming more prevalent.
Emphasizes that learners are shifting towards being
active participants in their education instead of
simply receiving information passively.

Malik and
Malik 2017

Indicates that significant impact of technology on the
role of learners in the education process, as they
move from a passive role of simply receiving
knowledge, to an active role of decision-making and
hands-on engagement.

Digital technology
role in altering
cognitive processes
of learners

Bahroun et
al. 2023

Acknowledges noteworthy concerns about the
excessive dependence on GAI, potentially
influencing learners' ability to develop critical
thinking and problem-solving abilities.

Digital divide, lack
of competency and
resistance to change

Malik and
Malik 2017

Highlights several inherent challenges to technology
integration in learning process such as inequitable
access to technological resources, insufficient
training and support for educators, reluctance towards
incorporating technology into teaching methods.
Asserts on the knowledge/skills gap among educators
when it comes to using technology effectively.

Saykili 2019

Tackles the obstacles posed by traditional
administrative frameworks and insufficient policies
that hinder the incorporation of digital tools, leading
to resistance towards change.

Adipat et al.
2021

Acknowledging that technological progress presents
challenges to educators, as it may prove difficult for
them to abandon conventional teaching methods and
embrace innovative pedagogical techniques.

Jangjarat et
al. 2023

Explores the obstacles associated with incorporating
digital solutions into education management. These
hurdles include significant financial investments
required to introduce and sustain new technology, the
ongoing issue of unequal access to these resources
exacerbating disparities among learners, staff
hesitance towards adopting technological
advancements in addition to concerns regarding
safeguarding personal data privacy as well as
implementing effective cybersecurity measures for
securing sensitive information.
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Azevedo and
Azevedo
2020

Highlights the digital gap as a major barrier that
impacts learners and educators alike, resulting in
inequalities in academic standards and achievements.
indicates that lack of competency among educators
poses a significant challenge, resulting in a divide
between digital advancements and teaching practices.
Incorporates the difficulties associated with poor
internet connectivity, limited device availability, and
inadequacy of certain digital platforms for specialized
subjects that require hands-on equipment or
interaction. Emphasizes the hurdle of restructuring
educational procedures to support and maintain a
successful digital shift.

Rawas 2023

Identifies the difficulties involved in incorporating
ChatGPT into education, encompassing probable
prejudices, lack of intricate human communication,
technical interruptions hindering learning progression
and associated expenses and resource augmentation
required for apt application; not to mention
significant privacy concerns regarding vast amounts
of Al-processed personal information.

Challenges of

specific type of

digital tool

integration
Phoon, Idris,
and
Nugrahani
2021

Notes that the incorporation of VR technology into
the current educational system poses a challenge due
to its complexity, necessitating a complete overhaul
of conventional teaching techniques. Moreover,
educators need training to develop and deliver VR-
enabled courses efficiently, which requires extensive
time investment as well as access to robust
computing resources and fast internet connectivity.
Emphasizes the importance of learner engagement,
while highlighting how keeping learners isolated
from each other can result in diminished cooperation
and a weakened sense of community within the
learning setting.

Digital technology
impact on academic  Saykili 2019
integrity

Delves into the pressing matters pertaining to
incorporating digital tools, which encompasses
possible diversions, dishonesty through cheating and
plagiarism as well as immoral misbehavior.

Digital technology
impact on privacy,
security, and
equality

Rawas 2023

Investigates the ethical concerns pertaining to digital
technology in higher education and their connection
with the cruciality of preserving privacy as well as
data security.
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