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Abstract  
The study presents the results of a research project aimed to foster digital skills and approach 
to change in teachers. In Italy, the educational system needs an urgent acknowledgment of 
the digital revolution underway and the training of teachers and students cannot be postponed 
to increase general awareness of the risks and the countless opportunities that the digital 
world offers. Teachers need to become digitally aware citizens and, at the same time, they are 
responsible for teaching this competence to their pupils; educational institutions need to 
ensure a physical and virtual environment conducive to learning. A radical change in 
teaching methods is needed, accompanied by the acquisition and integration of new 
languages, the pacification between tradition and innovation, and a rebalancing of change 
approach. Our research focused on improving digital skills in teachers, as a vehicle to spread 
digital citizenship and literacy to the young population. The psycho-educational protocol has 
been proposed to a sample of 40 teachers over 8 weeks. It works both on digital skills and on 
approach to change, self-efficacy and acceptance. Initial (T0) and final (T1) competencies 
have been assessed. The results showed a significant positive change in Digital Citizenship 
skills, in all areas of competence, and in teachers' perceived level of self-efficacy in teaching 
and their perceived ability to engage students. 
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Introduction 
 
The COVID pandemic that began in 2020 led to an acceleration of Digital Transformation 
Processes in Italy, so much so that both the Digital Agenda in the three-year plan for 
information technology in public administration 2020-2022 (AGID) and the Action Plan for 
Digital Education 2021-2027 focus on a strong digital component in everyday life.  
 
Among the objectives of the Digital Education Action Plan 2021-2027, one of the most 
important says “teachers and staff involved in education and training should be familiar with 
digital technologies and be competent in the field”. So digital competencies and skills should 
be developed, both basic and advanced, and therefore there should be a strong acceleration in 
digital knowledge to pass from Digital Migrants to Digital Natives (Prensky, 2001). 
 
Schools are called to educate and provide to children the life skills needed to grow up in a 
balanced way, to acquire responsibility and critical thinking and to train in citizenship and 
democratic life.  In recent years, the digital transformation is demanding for digitally aware 
citizens and the Italian Government is responding by introducing the subject “Digital 
Citizenship” within the school programs, reporting as main objectives those already 
identified by DigCompEdu.   
 
In this context, the role of teachers is crucial. They have to be digitally aware citizens and 
teach this competence to their students. First of all, it is important to fill any teachers’ 
existing gaps in the digital skills to make them able to play their role as Digital Citizens and 
to transfer their competence to students with innovative and effective teaching methodologies 
in the digital transition. 
 
The paper presents the results of a psycho-educational program aimed at developing the 
digital skills as per DigicompEDU in teachers and to provide a teaching model to enhance 
learning and effectiveness of the training in terms of digital skills and self-efficacy but also 
motivation and interest in the use of technologies. 
 
1. Teaching Digital Citizenship 
 
− Drawing on international literature (Kim & Choi, 2018; Choi, Glassman & Cristol, 
2017; Choi, 2016), we have identified some important building areas to focus on for an 
effective Digital Citizenship model:  
− Digital Ethics, consisting in respect towards others (Jones & Mitchell, 2016), 
responsibility, awareness, and safety (Ohler, 2012; Hollandsworth, Dowdy, Donovan, 2011; 
Afshar, 2013);  
− Digital Knowledge, regarding a responsible approach in accessing and using 
technologies and evaluating information sent and received (Moeller et al., 2011; Marcinek, 
2013; Simsek & Simsek, 2013); 
− Digital activism, concerning the possibility to be active in political, social, and 
economic aspects in the digital sphere, from a civic duty perspective (Jones & Mitchell, 
2016; Raoof, Zaman, Ahmad, Al-Qaraghuli, 2013; Kahne, Lee, Feezell, 2013; Lenhart et al., 
2011; Tatarchevskiy; 2011); 
− Critical perspective, as critical thinking in interactions and choices within the digital 
world (Choi, Glassman, and Cristol, 2017). 
 



As teachers are called to teach their students Digital Citizenship, they need to develop some 
more competencies, to fully perform their tasks, according to DigicompEDU (2017). They 
can be identified in the following six areas: 
− Facilitation of learners' digital competence: responsible use of digital technologies for 
sharing, communication, content creation, and problem-solving activities; 
− Empowering learners: using digital technologies for inclusion and active involvement 
of learners; 
− Professional engagement: incorporate digital tools into communication and use them 
to collaborate with colleagues and for personal development; 
− Digital resources: to be able to identify, create and share digital resources; 
− Teaching and learning: digital technologies integrated into teaching and learning 
process; 
− Assessment: reinforcing assessments through digital technologies. 
 
According to Ribble (2008), the learning process suitable for stimulating and developing a 
Digital Citizenship model in students is the circular one. It focuses on providing knowledge 
but also skills for everyday life and consists of 4 main steps: 
− Awareness: stimulating the awareness about the importance to be digitally literate, 
understanding needs, and distinguishing between appropriate and inappropriate behaviors; 
− Guided Practice: stimulation of digital technologies experiences under adult guidance 
and in protected environments, with the opportunity to take risks and make mistakes; 
− Modeling & Demonstration: to be a model and give a demonstration about 
appropriate digital citizenship behaviors; 
− Feedback & Analysis: encouraging the exchange of feedback and reflections among 
peers and adults, to have a comparison with other experiences and feelings. 
 
2. The Study 
 
The field of investigation of our research project concerns the evaluation of the effectiveness 
of training, considering three fundamental areas (Kirschner, 2015; Sweller, 2020): 
− knowledge 
− skills acted competence (Willermark, 2018) within TPACK Framework (Koehler & 
Mishra, 2009); 
− psychological reactions (Scherer and Teo, 2019), in particular, on the teacher's 
pedagogical belief system (Ertmer and Ottenbreit-Leftwich 2010; Hermans et al., 2008). 
 
The research team developed the following hypothesis, based on the theoretical indications 
derived by the main reference literature: 
− H1: A training intervention based on a mixed approach (knowledge development 
according to the Digicomp2 model, experiential learning and mindfulness) will produce an 
improvement in the participants' skills. 
− H2: The nomological relationship between the constructs considered relevant based 
on the literature will be confirmed by the correlation model between the empirical variables 
found. The research team developed the following hypothesis, based on the theoretical 
indications derived by the main reference literature: 



2.1 Materials and Methods 
 
2.1.1 Participants 
 
The sample was recruited via email and teachers decided to participate voluntarily. They 
signed and informed consent, giving authorization to privacy aspects.  
 
37 teachers completed all the processes. They filled out psychometric questionnaires, 
administrated through Google Forms before the beginning of the training (T0) and at the end 
of the training (T1). 
 
Teachers have a heterogeneous distribution concerning order and grade and were 81% 
female, 37.8% in a relationship, with an average age M = 36.35 and DS = 9, with a 
distribution of the degree of education asymmetrical negative (diploma 5.4%, Bachelor's 
degree 13.5%, Master's degree 81.1%). Among these, about 30% are teaching (24.3% non-
tenured, 5.4% tenured), while the remaining 70% are waiting for an assignment or 
qualification or competition. 46% of the sample stated to have taken courses to learn notions, 
methods, or IT tools. 
 
2.1.2 Experimental Conditions 
 
The program was constituted of 8 meetings (90 mins each), held on a zoom platform, weekly.  
 
The method used was based on experiential learning (Reggio, 2009), where the direct 
experience of teachers approaching new technologies is the cornerstone of the didactics, 
followed by a process of metacognition. Thanks to direct experience and experimentation 
with new possibilities for teaching, teachers can achieve a different view of digital 
technology, overcoming some mental barriers regarding effectiveness and self-efficacy.  
 
Each meeting was based on three fundamental moments: 
− argumentation of specific digital competencies, according to the model defined by 
DigiComp2 (Information and data literacy; Communication and collaboration; Digital 
content creation; Security; Problem-solving); 
− experiential activities, based on the competence addressed during the meeting with 
post-activity debriefing to activate metacognitive processes and learning; 
− mindfulness elements and practice, for increasing self-efficacy and reducing 
attentional biases (Flook, Goldberg, Pinger, Bonus, Davidson, 2013; Kilpatrick et al., 2011; 
Lutz, Slatger, Dunne, Davidson, 2008).  
 
Between one meeting and another, researchers provided stimuli to make teachers reflect and 
experience the topics discussed, to maintain focus on the specific topic and develop creative 
thinking. Teachers had the opportunity to discuss and share opinions and experiences in 
professional practice through a social platform. Furthermore, in the interaction with the 
teachers and among themselves, the teachers were encouraged to use some digital 
collaboration and social sharing tools to introduce and experiment with new ways of 
interaction and communication.   



2.1.3 Measurements 
 
The questionnaires administrated were the following: 
− Questionnaire on the Evaluation of Digital Citizenship Competences (QCCD) of 
Teachers  
− (Piceci et al., 2021): it measures the level of digital citizenship competencies 
according to DigiComp2.1. 
− Intrapersonal Technology Integration Scale (ITIS) (Benigno et al., 2013): it measures 
the; 
− Self-Efficacy (SE) and Outcome Expectations (OE) in the use of technologies. 
− Utrecht Work Engagement Scale (UWES) (Pisantiet al., 2008): it is a scale measuring 
the level of involvement with work. 
− Teachers' Self-Efficacy Scale (SAED) (Biasi et al., 2014): it measures the perceived 
level of teachers’ self-efficacy in transferring skills and maximizing students’ learning. 
− The Multidimensional Work Motivation Scale (WTMTS) (Gagnè et al., 2014): it 
measures the motivation of teachers, concerning Deci & Ryan (2000) Self-Determination 
Theory. 
 
3. Results 
 
The hypothesis has been tested through a quasi-experimental one-group longitudinal design. 
 
In Figure 1, the detailed results of the Paired Samples T-Test are shown. It is evident that all 
comparisons, except for the AREA1 sub-dimension, are statistically significant (p < .001) and 
confirm the increase in mean values in the post-test (Figure 1).  
 

 
Figure 1: Digital Citizenship and Sub-dimensions PRE-POST Comparison 

 
Furthermore, the corresponding effect sizes are very large (0.2 Small, 0.5 Medium, 0.8 
Large) (Cohen, 1969). Similarly, the pre-test (M = 24.21, SD = 5.46) and post-test (M = 
25.81, SD = 4.21) results on self-efficacy in teaching strategies indicate that the training 
intervention led to an increase in self-assessment on this task, t(36) = -2.257, p = .015. As 
regards the self-efficacy in student engagement, there an improvement between the pre-test 
(M = 24.8, SD = 4.72) and post-test (M = 26, SD = 4.16) results. It indicates that the training 
intervention led to an increase in self-assessment on this task, t(36) = -1.836, p = .037. In 
both, the effect sizes were less strong (approximately d = .30). 
 
On the contrary, in the area of Motivation, as expected, there was no significant increase in 
the total mean UWES after the end of the training course (M = 45.054, SD = 8.1) compared 
to the pretest (M = 46.30, SD = 6.54), t(36) = 1.219, p = .885, and in total mean WTMST 
intrinsic motivation after the end of the training course (M = 17.081, SD = 3.69) compared to 



the pretest (M = 17.73, SD = 3.46), t(36) = 1. 046, p = .849. In the same way, also total mean 
WRMST Amotivation had no increase after the end of the training course (M = 5.649, SD = 
3.988) compared to the pretest (M = 5.75, SD = 4.33), t(36) = 0.166, p = .565. 
 
Two correlation matrices between the variables measured on the pre-test and post-test were 
performed (Figure 2 and Figure 3). The H2 hypothesis has been confirmed. The patterns of 
the relationships are consistent with those expected. The low sample size has been taken into 
account. In particular, a strong statistically significant coefficient (r = .724 p < .001) between 
the total Digital Citizenship scale and the IT IS_SE in the pretest, which is duplicated in the 
post-test (r = .731 p < .001) has been shown. The variables related to self-efficacy in teaching 
facets also reported a statistically significant positive correlation with Digital Citizenship, 
which was most evident in the post-test. Just as expected, the absence of statistically 
significant or at least large correlation coefficients for indirectly correlated variables (such as 
UWES or WTMST) were further confirmatory evidence for H2 (in both the pre-and post-
measures). 
 

 
Figure 2: Pre-Intervention Correlation Matrix 

 

 
Figure 3: Post-Intervention Correlation Matrix 

 
Conclusion 
 
Our study has some critical issues to be attributed primarily to the low sample size and the 
unequal numbers of males and females. In addition, the lack of a control group doesn’t allow 
to isolate the interference of intervening variables. However, we can say that our two 
hypotheses have been confirmed by the analysis of the collected data. A significant positive 
change in Digital Citizenship skills has been demonstrated in all areas of competence. The 
combination of the three aspects (knowledge, skill, psychological approach) in training seems 
to be more effective, as stated by Zhao et al. (2021). The information seeking and content 
analysis areas seem not to be affected by the training, maybe due to a ceiling effect for the 
majority of the subjects and the already strong perception of knowledge of the teachers that 
are active in these areas in their professional and personal environments. The results support 
our hypothesis that a methodology involving knowledge, experience, and embodiment, in a 
blended way can improve teachers’ self-efficacy in teaching and their level of perceived 
ability to motivate students. For the confirmation of the second hypothesis, the positive 



correlation between Digital Citizenship and the ITIS Self-Efficacy and with the Teaching 
Self-Efficacy, we believe that the direct experience of tools and of a new way for digital 
teaching can have the primary role in the results, according to Bandura’s (1996) theory 
(direct experience as reinforcement of Self-Efficacy). Furthermore, the mindfulness practice, 
with the enhancement of self-awareness and acceptance, can have facilitated the results. 
 
We consider this study and its results a good starting point to build psychoeducational 
programs for teachers able to enhance Digital Citizenship, first and foremost among teachers 
and, consequently, among students. Furthermore, the experience of digital didactic with 
effective results can set a precedent for their working practice. The effective online delivery 
was a strength of the program because it made sustainable the teachers’ participation who, in 
their day-to-day work, are sometimes unable to follow proposals for face-to-face 
interventions regularly. 
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